Request for Information
Facebook’s mission is to give people the power to build community and bring the
world closer together. To ensure that developers working with the Platform
comply with any applicable policies, terms, or contractual agreements, Facebook
may engage with developers. As you know, under Facebook’s Platform Policy,
Terms of Service, and/or contractual agreements, if requested, developers must
provide Facebook with proof that their apps comply with applicable terms and
policies. Facebook’s Platform Policy, Terms of Service, and/or contractual
agreements establish the right to audit your app to ensure it is safe and does not
violate our terms or policies.

1.

See Facebook’s Platform Policy (https://developers.facebook.com/policy) and
Terms of Service (https://www.facebook.com/terms.php).
2.

Please acknowledge your receipt of this correspondence and intention to
respond fully to the questions and requests herein within two (2) business
days of receipt.

3.

We appreciate your prompt reply to this request to help Facebook maintain a
secure and engaging platform for both users and developers. Failure to reply
may result in your app being considered for remediation or enforcement
measures, such as permission restrictions, suspension, or deletion from our
Platform. Accordingly, please respond to the questions and requests below
within five (5) business days of receipt.

4.

Please immediately retain and preserve all records, documents, and data
relating to or collected by your app, including logs, design documentation, source
code and marketing materials.

Thank you for your cooperation.
Instructions: please provide full and complete answers to the following questions to the
best of your knowledge. If you currently or in the past have developed or managed more
than one app, please provide responses for each such app.

Background Information
1)

Please list all apps that you have developed on the Facebook Platform,
including each app’s full name, app ID, affiliated URLs, and date on which it
was first launched to the public.
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2)

List the physical addresses where you reside and do business. (Do not include
P.O. Boxes.)

Development of Apps
3)

Identify all app developers and app administrators who have ever been
involved in the development or administration of your app. Please provide
contact information (name, mailing address, email, and phone number) for each
of these individuals.

4)

Identify the date on which your app was first launched to the public. If you have
launched substantially updated versions of your app, please describe those
changes and the date(s) on which those changes launched.

5)

Did you develop this app on behalf of another organization or person? If so,
please identify that organization or person, including contact information (name,
mailing address, physical address, email, and phone number).

6)

To develop or maintain your app, did you employ any vendors or
subcontractors? If so, whom? Please include contact information for each
such vendor (name, mailing address, physical address, email, and phone
number).

7)

Describe your app’s purpose and its intended users.

8)

Describe how your app’s purpose was communicated to users and if that
purpose changed over time.

9)

Has your app ever been used for research purposes? If so, what are or were
the purposes of such research? Is it still being used for those purposes?

Use of Facebook Data
10) Describe the type of Facebook data that your app collects and/or uses,
including a list of the permissions and fields requested.
11) Describe the purpose(s) for which your app collects and/or uses Facebook
data.
12) Has your app ever collected or used Facebook user data for any purpose other
than those originally described to Facebook or Facebook users? If so, please
identify and describe each such use.
13) Do you or your app pull user data from Facebook using the Platform API or any
other API? If so, please describe what API calls are made and how frequently
they are made.
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14) Describe any other means by which you collect data about Facebook users,
whether through your app or otherwise.
15) Do you or your app store any Facebook user data on any devices or at any
locations external to your own network? If so, please identify any such devices
and their owners and/or locations.
16) Has your app ever accessed any data regarding a user’s Facebook friends? If
so, what was the purpose of such access?
17) Has your app ever requested or received data under Facebook’s Graph API
v1.0? If so, what data fields did your app request?
18) Have you or your app ever shared or made available any Facebook user data,
including any models or information derived from that data, to third parties? If
so, please identify what data, models, or information was made available and to
whom and when.
19) Where do you store Facebook data, and where have you stored Facebook
data? Please identify any hardware – including the location of such hardware –
that you or any third-party storage services have used to store any Facebook
data or models or information derived from Facebook data.
20) Do you or your app request or collect Facebook usernames or passwords or
other authentication information associated with Facebook users?
21) Do you or your app store Facebook User IDs? If so, please explain how and
why.
22) Do you or your app cache Facebook data? If so, please explain how.
23) Is your app’s Facebook Private Key stored? If so, please explain how.
24) Can your app’s users delete their app accounts? How? What happens to their
Facebook data in that case?
25) Is it your policy to delete user data when asked by a user to do so? Have you
deleted user data when asked by users to do so in the past? Have you also
deleted any models or information derived from that data in such instances?
Identify all instances in which a user has requested that you delete his or her
data.
26) If your app has stopped using the Facebook Platform, do you still retain user
data from Facebook or models or information derived from Facebook data?
Please explain what you have retained and for what purpose.
27) Do you have a data retention policy that defines either how long user data
should be retained or when it should be destroyed? If so, please send it to devoutreach@fb.com.
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Sharing of Data
28) Describe how your app stores Facebook user data, including all off-network
storage sites, and identify any measures employed to keep that data secure
[e.g., encryption].
29) Has any of the Facebook data collected by your app, including any models or
information derived from such data, ever been sold or transferred to another
party? If so, please provide details and note any notifications that have been
made to Facebook or Facebook users regarding the same.
30) Identify each person who has had access to Facebook data, or models or
information derived from such data, that is in your possession or has been
collected by your app.
31) Has any of the Facebook data collected by you or your app ever been lost,
stolen, or exposed to unauthorized persons? If so, please provide details and
note any notifications to Facebook or Facebook users that have been made
regarding the same.
32) Does your app receive Facebook data, or models or information derived from
Facebook data, from any source other than Facebook (e.g., another app)? If
so, please explain and identify all sources of Facebook data.

CERTIFICATION
I declare under penalty of perjury, including under the laws of the United States,
that my responses to the above questions are true and correct to the best of my
knowledge.

Date: __________________

Signature: ___________________
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